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Abstract—Today we require a range of technological devices
to perform a variety of tasks, irrespective of the complexity.
Moreover, we want these devices to be smart, that is, to be
connected to the internet for easier communication and being
in a more interactive state with humans.

This project takes security and surveillance system to that
level of smart devices and monitoring, and allows remote access
to this system using a webpage.

I. INTRODUCTION

Internet of Things is a network of interconnecting various
devices and people to the internet in order to either share data
about the environment in which they are used or about the
manner in which the devices are themselves used. At a larger
scale, that is in industries, this concept is known as Industry
4.0 or Industrial Internet of Things (IIoT).

Security and surveillance systems play an integral part in
most organisations, and this is the reason there is a need to
develop monitoring systems that provide the easy of access to
the user anywhere in the world.
This not only means allowing the user to observe or be alerted
in case of an incident, but to give him the authority of taking
some basic initial actions in defense.

Figure 1. IoT and Surveillance

A. Aim of Project
In order to create a surveillance system along with a few

basic control actions, our targets for the project were -

1. To demonstration of IOT application for security and
surveillance applications.
2. To create a global database which will be updated according
to the surveillance conditions.
3. To track motion in the live real time camera feed and
reflect the motion indication in the global database.
4. To monitor the data remotely and sound alarms for
abnormal situations.

B. Overview

Figure 2. Block Diagram

The webpage displays a graphical representation of the
MySql database. The contents of the web page are updated
as per the changes occurring in the database.

The MySQL database can be said to be surrounded the php
API, in a manner that any communication or data exchange to
the database is carried out by the API. The python script and
the esp8266 module communicate with the php API using the
GET and POST HTTP requests.

When motion or abnormal object is detected by the camera,
the python script sends the quadrant number to the database.
The corresponding alarm is activated. The alarm can be shut



down by pressing the acknowledge button on the webpage.
The Arduino script periodically asks for the current data in
the table via the esp8266 module by sending GET requests.
In case an alarm is detected the Warning message is displayed
on the Serial Monitor.

II. DATABASE CREATION AND WEB HOSTING

As we need to provide global access to this system, the
obvious choice is that of the internet. In order to create a web-
page, we used a free web hosting service (000webhost.com).
000Webhost provides free hosting services for beginners and
students. We created a free account on 000webhost and availed
the free hosting service. The account provides us options about
creating our own databases and manage our files in the file
manager tool, from anywhere in the world.

In order to save the data and retrieve it, we used the MySQL
database available with the 000Webhost. MySQL is an open-
source relational database management system. The MySQL
server software itself and the client libraries use dual-licensing
distribution. Many programming languages with language-
specific APIs include libraries for interacting with the MySQL
databases. The reason for using PHP is that it is available for
most web servers and can access most common databases.

PHP is a server-side, HTML-embedded scripting language
that may be used to create dynamic Web pages. It is available
for most operating systems and Web servers, and can access
most common databases, including MySQL. PHP may be run
as a separate program or compiled as a module for use with
a Web server.

III. SOFTWARE INTERFACING

APIs are used to set up communication with the MySQL
database. Application programming interface (API) is a set
of subroutine definitions, protocols, and tools for building
application software. In general terms, it is a set of clearly
defined methods of communication between various software
components.

In this project we have created a PHP API with 4 codes
named config, insert, update and connect. The Config API
consists of the configurational details such as the database
address, database username and database password. The API
connect comprises of the code to connect to the server. This
connect command is implemented only once in the entire
operation of the project. Insert API is used to add an additional
row in the MySQL database table. It is used when a new set of
data entries are needed to be fed in. Update is used to update
the database after the occurrence of any change of events.
The database in MySQL is updated according to the changes
occurred in the respective rooms which would be detected by
the camera.

PHP is a server-side, HTML-embedded scripting language
that may be used to create dynamic Web pages. It is available
for most operating systems and Web servers, and can access
most common databases, including MySQL. PHP may be run
as a separate program or compiled as a module for use with
a Web server.

IV. HARDWARE INTERFACING

The three major components we need to use are: Arduino
Due, ESP 8266 and a webcam.

The Arduino Due is a microcontroller board based on
the Atmel SAM3X8E ARM Cortex-M3 CPU. It is the first
Arduino board based on a 32-bit ARM core microcontroller.
The Arduino Due is programmed using the Arduino Software
(IDE), our Integrated Development Environment common to
all our boards and running both online and offline.

ESP 8266 is a Wi-Fi module which gives the microcon-
troller access to the Wi-Fi network available. In short, the
ESP 8266 acts as a link between the arduino and the Internet.

Figure 3. Hardware Connections

Figure 4. AT Commands List

Figure 5. Using AT commands on Arduino Platform



ESP 8266 comes with a pre-programmed set of AT (ATten-
tion) commands. AT commands defined in the module are a
set of basic commands used to configure the Wi-Fi module.

V. PYTHON AND OPENCV

OpenCV was started at Intel in 1999 by Gary Bradsky.
OpenCV supports a lot of algorithms related to Computer
Vision and Machine learning and it is expanding day-by-day.
OpenCV has support in many programming languages like
C++, Python, Java etc. and is available on different platforms
including Windows, Linux, OS X, Android, iOS etc. Also
interfaces based on CUDA and OpenCL are also under active
development for high-speed GPU.

For this project we have chosen to use OpenCV-python,
which is the Python API of OpenCV. It combines the best
qualities of OpenCV C++ API and Python Language.

As instrumentation engineering students, python proved
to be a simple programming language to implement video
processing and motion tracking. The web camera of the laptop
was used to implement the motion tracking.

Following is a simple code to get live feed from the laptops
web camera

Figure 6. Video Capture Code

A. Motion detection techniques

OpenCV provides 3 basic methods to detect moving objects
1. Meanshift and Camshift
2. Optical Flow
3. Background Subtraction

For our project we chose to use the Background subtraction
for detection of motion. Background subtraction is a method
preferred when we have a static camera. In our case we first
need to extract the moving object alone. Technically we need
to extract a moving foreground from a static background. If
we have an image of the background alone then extracting the
foreground can be done just by subtracting the background
from the new image and get the foreground objects.

In most of the cases the scenario is not so simple when
we have a moving object in the video, there are other kinds
of motions detected for e.g. shadow of the object, light
intensity in the image etc. The implementation therefore is

Figure 7. Motion Tracking Implementation

done using several algorithms, OpenCV has implemented five
such algorithms

1. BackgroundSubtractorMOG
2. BackgroundSubtractorMOG2
3. BackgroundSubtractorGMG
4. BackgroundSubtractorKNN
5. Cv2.absdiff(background,image)

Applying the above methods we can get the foreground
or the moving objects in an image. The next objective is to
isolate the required movement from the noise in the image.
The noise can consist of shadows, change in light intensity
etc. The shadow detection is taken care of by the algorithms
provided by OpenCV, but the latter noise filter and extracting
motion of our interest is a job us to do.

Figure 8. Background

In this project we chose to do so based on the area of the
moving object. The resultant foreground can be thought of
clusters of pixels. These clusters of pixels in close proximity
are used to draw contours around them and the area of these
contours is used to classify the movements. For example a
contour of too large area may be due to two small contours



near to each other and we need to filter this out as unwanted
detection, also contours of very small area are nothing but
the noise in the image.

Figure 9. Detected Foreground

After we have isolated the object of interest we extracted
the co-ordinates of the centroid of the cluster. Comparing these
coordinates with the background image we can pin point the
location of the object and thus conclude that an abnormal or
suspicious motion is observed. Triggering the corresponding
alarm signal. For this project update it in the database that is
hosted globally.

Figure 10. Threshold Foreground

B. GET and POST requests using Python

To communicate with the MySQL database we have raise
a Php query, this is done by the GET request. Queries can
be made using the internet browser or tools like POSTMAN
tool etc. Here our objective is to extend the sae python script
that to send the coordinates of the detected motion to the web
database. As the database is globally accessible the alert can
be seen by any authorised user remotely.

HTTP is a set of protocols designed to enable communica-
tion between clients and servers. It works as a request-response
protocol between a client and server. A web browser may be

the client, and an application on a computer that hosts a web
site may be the server.

So, to request a response from the server, there are mainly
two methods:

1. GET: to request data from the server.
2. POST: to submit data to be processed to the server.
Now, to make HTTP requests in python, we can use several

HTTP libraries like:
1. httplib
2. urllib
3. requests
The most elegant and simplest of above listed libraries is

Requests. We will be using requests library in this project.

Figure 11. GET Requests in Python

VI. CONCLUSION

This project will contribute towards making the society safer
and always alert using the internet at its core. The surveillance
industry will surely be benefited by this projects idea and
feasibility. The project could not only be used in houses, shops,
but also in the sensitive areas governed by the military forces
to keep a constant eye on the perimeters.

With some modifications in the alarms and the methods
of acknowledgement, this system can be effectively used in
the security schemes for important documents and treasuries.
Societies, theatres, hospitals, where in some areas, no one is
allowed to enter, this system can play a major role in the
surveillance part.
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